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EZShield Identity Theft Protection® 

Consumer Services Descriptions 
The Service Descriptions included herein constitute the latest descriptions of 

EZShield Consumer Services as of the date of this document.  Updates will appear 

periodically in the EZShield website and should be consulted for an up-to-date 

accounting of all the service features. 
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Overview 
EZShield’s suite of Consumer-facing Services is described in this document.  Each service falls into one of 

three areas on the broader EZShield Identity Theft Protection® landscape: Prevent, Detect, Restore.  For 

an individual or a business concerned with the growing threat of Identity Theft, EZShield offers a wide 

range of services available as standalone components but primarily offered in subsidized packages by 

enterprises like banks, insurance companies, and employers who also want to reduce their exposure to 

Identity Theft. 

 Prevent  Detect   Restore 

 

          

 

 

The Services noted in this document can apply equally to both individuals and to businesses (where 

“corporate personhood” generally applies to the business).  Please note where services may be limited 

due to excess risk or ambiguity in the service scope (in the case of businesses or with persons affiliated 

with the subscribing individual). 

Notes: 

 Preventative Measures are available in all Services in the “Detect” column 

 Unlike the rest of the services which are subscription services, IdentiScreen is a one-time, 

limited service designed to give consumers a feel for the rest of the Consumer-facing Suite.
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EZShield Check Fraud Protection Program®  

HIGHLIGHTS 

Expert Assistance or Fully-managed Restoration on Customerôs Behalf 

Reimbursement up to $25,000 and within 72 hours for qualified Reimbursable Items 

Protection Against Forged Signatures, Forged Checks and Altered Checks 

DESCRIPTION OF SERVICE 

If during the Term Customer suffers Subject Check Fraud involving any checks protected by the 

Service and Customer provides all documentation then required by EZShield, EZShield will do 

the following: 

Expert Assistance or Fully-managed Restoration 

A Restoration Specialist will coordinate with the applicable bank to freeze or close the affected 

account. This can be done through assisted recovery services or fully-managed recovery.  

 Assisted: the Restoration Specialist will directly advise Customer on the best 
procedures and documents to respond to the Subject Check Fraud. 

 Fully-Managed: the Restoration Specialist will serve on behalf of Customer to freeze or 
close the affected bank account.  For the Restoration Specialist to act as Customerôs 
agent, the Customer must: 

o file with the applicable local law enforcement authority a criminal complaint to 
report the theft associated with the Subject Check Fraud. 

o submit to EZShield the EZShield Subject Check Fraud case form, limited power 
of attorney form, proof of the criminal complaint filed with the applicable law 
enforcement authority and other documents as required by EZShield in its 
discretion (including copies of the original checks that were the subject of the 
fraud and a copy of the associated police report). 

 

Reimbursement up to $25,000 and within 72 hours 
Payment to Customer for Reimbursable Items that Customer would likely later be reimbursed by 
its financial institution, up to a total reimbursement of $25,000 for all checks in any Order 
protected by the Service and within 72 hours of filing a criminal complaint and submitting to 
EZShield the EZShield Subject Check Fraud case form.  

 EZShield will not charge Customer for nominal Reimbursable Items incurred by 
EZShield in providing the Service. 

 If the facts alleged in Customerôs police report indicate that Customer has a valid request 
for reimbursement under the Uniform Commercial Code and Customer does not 
misrepresent such facts, EZShield shall not seek to re-collect such payments from 
Customer, even if EZShield fails to collect any such funds from Customerôs bank. 

 If Customer is paid by EZShield for the Reimbursable Items and paid a second time for 
the Reimbursable Items by the applicable financial institution, Customer shall hold the 
second reimbursement as an agent for EZShield and deliver such funds to EZShield as 
directed by EZShield. 
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TERMS OF USE 

Subscription licenses for this Service are governed by EZShield’s End User License Agreement , Privacy 

Policy  and Terms and Conditions .
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EZShield Identity RestorationSM 

HIGHLIGHTS 

Restoration Activities and Expert Advice  

Reimbursement of Certain Restoration Expenses 

EZShield Promise  

Restoration for Individuals, Families and Businesses 

DESCRIPTION OF SERVICE 

If during the Term Customer suffers an Identity Theft Event, EZShield shall assign to Customer 

a Restoration Specialist who will provide directly to Customer timely expert advice regarding the 

best procedures and documents for responding to the Identity Theft Event.  In addition, upon 

Customer reporting the Identity Theft Event to local law enforcement authorities and EZShield 

and upon delivering the required authorization documents to EZShield, EZShield will, subject to 

the terms and limitations stated below, provide the following Restoration Activities (such expert 

advice and Restoration Activities collectively called the ñServiceò): 

Restoration Activities: 

1. Notify the three national credit bureaus (Equifax, Experian and TransUnion) to place a 

fraud alert on Customerôs credit reports, and review such reports to identify evidence 

of the Identity Theft Event. 

2. Contact banks, credit card companies and merchants as directed by Customer to freeze 

or close any business accounts compromised by or resulting from the Identity Theft 

Event. 

3. Contact the Federal Trade Commission and file a complaint to report the Identity Theft 

Event. 

4. Otherwise coordinate with credit bureaus, banks, credit card companies, government 

agencies, and/or merchants as suggested by the Federal Trade Commission in its 

February 2006 publication entitled Take Charge: Fighting Back Against Identity Theft.  

5. Pay for nominal Restoration Expenses incurred in connection with providing the Service. 

EZShield will continue engaging in Restoration Activities on behalf of Customer either until the 

records identifying the fraudulent transactions associated with the Identity Theft Event are 

corrected or until EZShield reasonably determines that further efforts to revise such records 

would not be successful:  

EZShield Promise: To extend protection of the Customerôs Protected Identity Elements past 

completion of a Restoration case, EZShield will make certain other preventative and 

complementary services available to Customer, free of charge in accordance with the terms of 

the ñEZShield Promiseò. 

SERVICE LEVEL DEFINITIONS 
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Individual Restoration:  Limited to individuals properly registered as a Customer 

Family Restoration:   Service is extended to ñAffiliated Personsò 

Business Restoration:  Limited to businesses properly registered as a Customer. 

 

Affiliated Person Extension: Upon request of an extension of the Service and payment of 

the applicable Service extension fee, EZShield will provide the Service for Customerôs 

qualified ñAffiliated Personsò if: 

 During the Term the Affiliated Person is the victim of an Identity Theft Event 

 the Affiliated Person submits the required documentation to EZShield and cooperates in 
the delivery of the Service as reasonably requested by EZShield 

TERMS OF USE 

Subscription licenses for this Service are governed by EZShield’s End User License Agreement, Terms and 

Conditions and Privacy Policy, all of which are available at www.ezshield.com. 

Limitations: 

 There is no guarantee EZShield will be successful in assisting Customer to revise 
Customerôs credit reports to address any incident or situation not related to the Identity 
Theft Event.   

 The Service does not include any effort to improve Customerôs credit score or history for 
any items or incidents not related to the Identity Theft Event or any reimbursement 
whatsoever for any financial losses by Customer.   

 The Service is expressly limited to the services stated in this Service Description for 
cases of an Identity Theft Event for which Customer has submitted to EZShield all 
requested documentation.   

 The Service does NOT apply to any acts of copyright, trademark, service mark, patent or 
other intellectual property infringement/dilution or to any other events not expressly 
defined herein as an Identity Theft Event. 

 EZShield will NOT provide as part of the Service any investigation regarding the scope 
or damages of any Identity Theft Event. 

 EZShield will NOT as part of the Service file any civil or criminal complaints or pleadings 
on behalf of Customer. 

 EZShield will NOT reimburse Customer for any financial losses whatsoever.   

 There is no guarantee EZShield will be successful in assisting Customer to resolving the 
Identity Theft Event to Customerôs satisfaction. 

 

http://www.ezshield.com/
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EZShield Internet MonitoringSM 

HIGHLIGHTS 

Continuous access to an online dashboard 
ñCyberScanò searches of certain data and records available on the Internet to identify any 
known risks involving Customerôs Protected Identity Elements 
Identity Theft Protection Tips (Preventative Measures) 
Notification Services 

DESCRIPTION OF SERVICE 

In performing and displaying the Identity Theft Protection service (ñServiceò), EZShield will 

securely review and store Customerôs following Protected Identity Elements: 

Protected Identity Elements 

1 individual name 

1 street address 

2 e-mail addresses 

3 telephone numbers 

1 Social Security Number 

6 bank account or credit card numbers 

CyberScan: is an ongoing customized search of hundreds of thousands of identity elements 

available on the Internet to determine if any of the Protected Identity Elements are identified as 

compromised data.  

Identity Theft Protection Tips: provides best-of-industry tips to protect individuals and 

businesses against the many forms of identity theft, as well as links to free identity theft 

prevention and education resources. 

Identity Theft Risk Notifications: provides timely e-mail notifications of discovered activities 

and data suggesting that an Identity Theft Event may have occurred. 

TERMS OF USE 

Subscription licenses for this Service are governed by EZShield’s End User License Agreement, Privacy 

Policy and Terms and Conditions of Use, all of which are available at www.ezshield.com.  

http://www.ezshield.com/
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EZShield Credit MonitoringSM 

HIGHLIGHTS 

Continuous access to an online dashboard 
Credit Report Monitoring (1 or 3 bureau) 
Pay Day Loan Monitoring 
Identity Theft Protection Tips (Preventative Measures) 
Notification Services 

DESCRIPTION OF SERVICE 

Monitoring: As part of the Service, EZShield will monitor activity associated with Customerôs 

Identity and make available to Customer the following search results, which may indicate 

identity theft or misrepresentation: 

1-Bureau Credit Report Monitoring: provides alerts for any activity in the Experian 

credit file that relate to Customerôs Identity. 

3-Bureau Credit Report Monitoring: provides consolidated alerts for any activity from 

any of the three credit bureaus, allowing the Customer to validate that credit related 

activity was in fact their own activity.  Offered as an alternate to 1-Bureau Credit Report 

Monitoring; additional fees may apply. 

Pay Day Loan Monitoring: provides alerts for any activity in Pay Day loan vendor 

records that relate to Customerôs Identity. 

 

Identity Theft Protection Tips: provides best-of-industry tips to protect individuals and 

businesses against the many forms of identity theft, as well as links to free identity theft 

prevention and education resources. 

Identity Theft Risk Notifications: provides timely e-mail notifications of discovered activities 

and data suggesting that an Identity Theft Event may have occurred. 

TERMS OF USE 

Subscription licenses for this Service are governed by EZShield’s End User License Agreement, Privacy 

Policy and Terms and Conditions of Use, all of which are available at www.ezshield.com.  

http://www.ezshield.com/
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EZShield Public Records MonitoringSM 

HIGHLIGHTS 

Continuous access to an online dashboard 
USPS Change of Address Monitoring 
Court Record Monitoring 
Sex Offender Registry Monitoring 
Identity Theft Protection Tips  (Preventative Measures) 
Notification Services 

DESCRIPTION OF SERVICE 

 

Monitoring: As part of the Service, EZShield will monitor activity associated with Customerôs 

Identity and make available to Customer the following search results, which may indicate 

identity theft or misrepresentation: 

USPS Change of Address Monitoring: provides alerts for any activity in the US Postal 

Service Change of Address system. 

Court Records Monitoring: provides alerts for activity detected in criminal records from 

46 States, 200+ Counties and other jurisdictions totaling more than 500 aggregated 

sources. 

Sex Offender Registry Monitoring: provides alerts for activity detected in an 

aggregated database of state Sex Offender Registries.  

 

Identity Theft Protection Tips: provides best-of-industry tips to protect individuals and 

businesses against the many forms of identity theft, as well as links to free identity theft 

prevention and education resources. 

Identity Theft Risk Notifications: provides timely e-mail notifications of discovered activities 

and data suggesting that an Identity Theft Event may have occurred. 

TERMS OF USE 

Subscription licenses for this Service are governed by EZShield’s End User License Agreement, Privacy 

Policy and Terms and Conditions of Use, all of which are available at www.ezshield.com.  

http://www.ezshield.com/
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EZShield Names & Addresses MonitoringSM 

HIGHLIGHTS 

Continuous access to an online dashboard 
Customized Names and Aliases List  
Customized Known Addresses List 
Identity Theft Protection Tips (Preventative Measures) 
Notification Services 
 

DESCRIPTION OF SERVICE 

Monitoring: As part of the Service, EZShield will monitor activity associated with Customerôs 

Identity and make available to Customer the following search results, which may indicate 

identity theft or misrepresentation: 

Names and Aliases List: identifies the different names associated with Customerôs 

Protected Identity Elements in the credit header file. 

Known Addresses List: identifies the different street addresses associated with 

Customerôs Protected Identity Elements in the credit header file. 

 

Identity Theft Protection Tips: provides best-of-industry tips to protect individuals and 

businesses against the many forms of identity theft, as well as links to free identity theft 

prevention and education resources. 

 

Identity Theft Risk Notifications: provides timely e-mail notifications of discovered activities 

and data suggesting that an Identity Theft Event may have occurred. 

TERMS OF USE 

Subscription licenses for this Service are governed by EZShield’s End User License Agreement, Privacy 

Policy and Terms and Conditions of Use, all of which are available at www.ezshield.com.  

http://www.ezshield.com/
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EZShield Emergency Card ServicesSM 

HIGHLIGHTS 

Card Restoration 
Travel Assistance 

DESCRIPTION OF SERVICE 

 

Card Restoration 

Upon request of Customer, Restoration Specialists will assist in closing credit or debit card 

accounts for cards reported lost or stolen by the Customer.   

 

Travel Assistance 

Restoration Specialists will provide travel assistance using funds from a pre-authorized credit or 

checking account of the Customer.  This service is available only to Customers who have 

subscribed for EZShield Identity RestorationSM and provided the required documentation to 

EZShield. 

TERMS OF USE 

Subscription licenses for this Service are governed by EZShield’s End User License Agreement, Privacy 

Policy and Terms and Conditions of Use, all of which are available at www.ezshield.com. 

http://www.ezshield.com/
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EZShield Vault Safety DepositSM 

HIGHLIGHTS 

Digital organization and storage of important documents and information 

Top level data security to prevent unauthorized access to stored files 

24/7 Customer access to stored items 

Limited access to stored items for trusted parties designated by Customer 

DESCRIPTION OF SERVICE 

Upon subscribing for Vault Safety Deposit (ñServiceò), Customer shall be provided with 

exclusive online access to a secure storage location (ñEZSafeò) where, during the Term of the 

Service, Customer may store, organize and access stored electronic files (ñContentò) on a 

remote basis.  Benefits of the Service include:  

Organization and Storage of Digital Files 

 Organize and store in a secure remote location digital copies of important business 

records, legal and personal documents, medical records, music and video files and other 

items. 

 Manage information about Content for ease of search and retrieval 

 Easily stage incoming Content for proper categorization and storage 

 

Top Level Data Security 

 Restrict access to important files to all but authorized parties 

 Files stored in a SAS 70 Type II-compliant data center  

 Password access set and managed by Customer 

 Content encrypted as it is uploaded to Customerôs EZSafe 

 

Customized Access to Content    

 Customer may access the Content from any computer or mobile device with a secure 

HTTP Internet protocol connection to the Internet 

 Customer may identify accountants, doctors, financial advisors, lawyers or other trusted 

parties (each named person, a ñDelegateò) for limited secure access to the Content 

 Customer controls which Content each Delegate may access 

SERVICE LEVEL DEFINITIONS 
Vault Safety Deposit: 1 GB of storage with access only for Customer. 

 

Vault Safety Deposit Extensions (for each extension):  

 additional 6 GB of storage, AND 

 limited access for an additional 2 Delegates 
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TERMS OF USE 

Subscription licenses for this Service are governed by EZShieldôs End User License Agreement, 

Terms and Conditions, Common Definitions and Privacy Policy, all of which are available at 

www.ezshield.com. 

LIMITATIONS 

 Customer must fulfill all hardware and software requirements and security procedures 

for the Service as stated on EZShieldôs official web site for the Service.   

 At certain times, the Service may not be available due to system maintenance or 

circumstances beyond EZShieldôs control.   

 Customer support for the Service will also be available during EZShieldôs regular 

business hours.   

 CUSTOMER IS SOLELY RESPONSIBLE FOR THE CONTENT.  EZShield DOES NOT 

REVIEW CONTENT OR GUARANTEE IT WILL BE ABLE TO ACCESS THE CONTENT.    

 Customer may use the Service only for lawful purposes, in compliance with all applicable 

laws (including, without limitation, copyright, trademark, obscenity and defamation laws).    

 The Service is available only to individuals residing in the United States or its territories 

who are at least 18 years of age or older who are using the Service for personal 

purposes.  

 EZShield will attempt to access the Content if legally compelled to do so.   

 Customers will be responsible for the acts of their Delegates regarding the use or 

misuse of Customerôs Vault Safety Deposit.   

 Other limitations regarding the Service are referenced in the Terms of Use documents 

noted above. 

 

http://www.ezshield.com/
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EZShield Restoration InsuranceSM 

(in draft at this time) 
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EZShield IdentiScreenSM  

HIGHLIGHTS 

Thirty day access to an online dashboard 
One-time ñCyberScanò searches of certain data and records available on the Internet to identify 
any known risks involving Customerôs Protected Identity Elements 
Customized Names and Aliases List  
Customized Known Addresses List 
Identity Theft Protection Tips (Preventative Measures) 

DESCRIPTION OF SERVICE 

In performing and displaying the IdentiScreen service (the ñServiceò), EZShield will securely 

review and store Customerôs ñProtected Identity Elementsò including: 

Protected Identity Elements 

1 individual or business name 

1 street address 

1 e-mail address 

1 telephone number 

Monitoring: As part of the Service, EZShield will monitor Internet records and activity 

associated with Customerôs Protected Identity Elements and make available to Customer the 

following search results, which may indicate identity theft or misrepresentation: 

CyberScan: is a one-time customized search of hundreds of thousands of identity 

elements available on the Internet to determine if any of the Protected Identity Elements 

are matched with compromised data.  

Names and Aliases List: identifies the different names associated with Customerôs 

Protected Identity Elements in the credit header file. 

Known Addresses List: identifies the different street addresses associated with 

Customerôs Protected Identity Elements in the credit header file. 

Identity Theft Protection Tips: provides best-of-industry tips to protect individuals and 

businesses against the many forms of identity theft, as well as links to free identity theft 

prevention and education resources. 

TERMS OF USE 

Subscription licenses for this Service are governed by EZShield’s End User License Agreement, Privacy 

Policy and Terms and Conditions of Use, all of which are available at www.ezshield.com.  

http://www.ezshield.com/
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EZShield Common Definitions  
 

 ñAffiliated Personsò shall be limited to: 

 The spouse or domestic partner of registered Customer (where "domestic partner" is 
defined as any person living in a legally recognized domestic partnership with 
Customer in their state of residence; provided that, this definition does not affect the 
location in which the Service is being provided as set forth in the EZShield Terms 
and Conditions). 

 dependent children under the age of 21 who live with Customer and dependent 
children under the age of 25 who are full-time students, as determined by IRS 
dependency requirements. 

 

ñContentò means electronic copies of legal and personal documents, medical records, music 

and video files and other items stored in a Customerôs Vault Safety Deposit. 

ñCustomerò has the meaning set forth in the End User License Agreement (ñEULAò). 

ñDelegatesò means individuals registered by Customer in connection with the Vault Safety 

Deposit Service who are authorized and licensed to access the Content stored in Customerôs 

Vault Safety Deposit.   

 ñIdentity Theft Eventò means: 

 For individual Customers, the fraudulent misappropriation and use of Customerôs name, 
social security number, credit card number(s) or other Protected Identity Elements in any 
manner that adversely affects any public records or credit reports concerning the 
Customer. 

 For business Customers, the fraudulent misappropriation and use by persons or entities 
(other than agents, employees or contractors of Customer) purporting to act as or on 
behalf of Customer of either:  

o Customerôs official Business Name as used in combination with Customerôs Tax 
ID Number (or in Canada, Customerôs Business Number); or   

o any Customer Credit Card Account Number(s) (duly issued credit cards for which 
Customer is an obligor) as registered by Customer as part of the applicable 
Service. 

 

ñIssuerò means the issuer of the applicable Registered Card. 

ñLost Wagesò means post-tax wages Customer would have otherwise received but did not 

receive due to time spent away from work solely in order to remedy problems associated with 

an Identity Theft Event affecting him/her, if and as approved by EZShield, all as supported by 

employment documentation and any other documentation as reasonably requested by EZShield.  

ñOrderò means the boxes of checks Customer has purchased and protected under the 

EZShield Check Fraud Protection Program as part of a single order.  
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ñProtected Identity Elementsò means for an individual Customer who is subscribed for 

EZShield Identity Theft Protection: (i) 1 individual name; (ii) 1 street address; (iii) 2 e-mail 

addresses; (iv) 3 telephone numbers; (v) 1 Social Security Number; and (vi) 6 bank account or 

credit card numbers, to the extent these items are registered with EZShield as part of the 

Service and legitimately associated with the registered Customer. 

ñRegistered Cardò means a credit card, debit card and/or charge card issued in Customerôs 

name which Customer has registered with EZShield in order for such card to be covered by the 

applicable Service. 

ñReimbursable Itemsò means, with respect to any Order: 

 any debits from Customerôs checking account for cleared checks; 

 any overdraft or stop payment fees charged by the bank; 

 any fees charged by vendors for refused checks; 

 the cost of replacing any remaining checks protected by the Service provided that the 
replacement checks are for a different checking account than the account that was 
subject to the fraud, and  

 any out-of-pocket costs incurred by Customer in filing a reimbursement request with 
EZShield (such as postage and notary fees) as determined by EZShield to be 
reasonable.  

 

ñRestoration Expensesò shall be limited to nominal:  

 photocopy costs; 

 notary, courier and fax transmission fees; 

 check replacement fees if incurred to close Customerôs checking account as part of 
the Service; 

 any merchant fees imposed on Customer as a result of any checking account closed 
in connection with the Service; 

 any credit report fee imposed by the three nationally recognized credit bureaus to 
resolve the Identity Theft Event;  

 costs to replace Customerôs passport, driverôs license, birth certificate, social security 
card or other government issued identity cards (for individual Customers only); and 

 up to $2,000 in Lost Wages. 
 

ñRestoration Specialistò is a named individual dedicated to Customerôs Restoration case and 

who is certified with the following credentials: 

 ICFE (Institute of Consumer Financial Education) Certified Identity Theft Risk 
Management Specialist  

 Association of Certified Fraud Examiners (Associate or above)  
 

ñServiceò means the EZShield service offering referenced in the applicable EZShield Service 

Description.  

ñSubject Check Fraudò means, with respect to a particular Identity Theft Event, any 

occurrence of:  
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 a forged signature (a legitimate blank check that is forged with the Customerôs signature 
as the payer); 

 a forged endorsement (a legitimate check that is endorsed and cashed or deposited by a 
person other than the designated payee based upon a fraudulent endorsement; or  

 an altered check (a legitimate check that is fraudulently altered as to the designated 
payee, check amount, or otherwise so as to benefit the person altering the check).   

Subject Check Fraud does not include counterfeit checks or any check that bears a 

legitimate original endorsement that is secondarily fraudulently endorsed. 

 

ñVault Safety Depositò refers both to the Service identified with such name and the electronic 

storage location made available to Customer in connection with such Service. 


